Steps to Configure/Run VPN Client on windows

**Step 1,2 & 3 are the first time steps only.
Configuring VPN Client

Step 1: Download VPN Client OpenVPN from the link below:
https://cloud.iitmandi.ac.in/f/5b2d2d9ff3024854bf9¢/?dI=1

Step 2. Install OpenVPN on your computer.

\.:J\J | & » Admin » Downloads

Organize « @] Open Share with = Burn Mew folder
-

\ ified g o
i Mame Date modified Type Size

B Desktop 4 openvpn-install-2.3.6-1601-iG86 12/4/2014 1:42 PM Application 1,660 KB
4 Downloads

Date created: 12/4/2014 1:40 PM
1| Recent Places Size: 1.62 MB

- Libraries

OpenVPM 2.2.6-1601 Setup [ = [ ==

Welcome to the OpenVvPN
2.3 .6-1601 Setup Wizard

This wizard will guide yvou through the installaton of
OpenvPM , an Open Source VPM package by James Yorman.

Mote that the wWindows version of OpenvPM will only run on
Windows XP, or higher.

ﬂ&lext = ] | Cancel



https://cloud.iitmandi.ac.in/f/5b2d2d9ff3024854bf9c/?dl=1

. OpenWPMN 2.3.6-1601 Setup == | e |

License Agreement
n I E N Please review the license terms before installing Open'vPM
2.3.56-1I501.

Fress Page Down to see the rest of the agreement.

rbpen'ﬂ.-'PN T} — An Open Source WPMN daemon -
Copyright {C) 2002-2010 OpenvPHN Technologies, Inc. <sales@openvpn.net= B

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPMN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component.

COpenvPM trademark -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenvPM 2. 3.6-I60 1.

rMullsoft Insktall Swsktem w2, 46-101

= Ba Agree ] [ Cancel ]
| OpenVPM 2.3.5-1601 Setup =] = |-
Choose Compomnents
n PE N Choose which features of OpenvPM 2.3.6-I601 you want to

install.

Select the components to installfupgrade. Stop any OpenvPM processes or the OpenvPM
service ifitis running. All DLLs are installed locally.

Select components to install: OpenVPM User-Space Components

| OpenVVPM Service | |

TAP virtual Ethernet Adapter
| OpenvPM GLUI

OpenVPM File Associations
[ openssL utilities

| N . —

[ |y

1

B e m e P ma = -

Description
Space required: 3.9MB Position wour mouse over a component bo ses jkts
description.

Fullsoft Install Swstem w2.45-101

[ < Back hxt = ] [ Cancel ]

| OpenVPM 2.3.6-1601 Setup =l = [ ==

Choose Install Location
n I E N Choose the folder in which to install OpenvPM 2. 3.6-1601.,

Setup will install OpenvPM 2.3.6-I601 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destinaton Falder

3 ogram FilesyoOy WP [ Browese. .. ]

Space required: 3.9MB
Space available: 24.9GB

Mullsoft Install Syskem w2 46-101

| <Back mmmmmpprstsll | [ cancel |




OpenVPM 2.3.6-1601 Setup =l = || ==

| SRS N | H

[=7] Windows Security @

Would you like to install this device software?

- Mare: TAP-Windows Prowvider V3 Metwork adapters
&' Publisher: OpenWPMN Technelogies, Inc.

[T Always trust software from "OpenVPM ﬂ Install ] [ Don't Install

Technolegies, Inc.”.

':jj' You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

Installing TAP {may need confirmaton)... i
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In=stalling
Flease wait while OpenvPM 2. 3.6-1601 is being installed.

Installing TAF {may need confirmaton)...

Create shortout: Cr\ProgramDataMicrosoftWindows\Start MenuProgramsYWOpenvP. .. -
Create folder: C:'\VProgramData WMicrosofti\Windows\Start Menu\ProgramsOpenVPMAS. ..
Create shortcut: C:\WProgramDataWicrosoftWWindows\Start Menu\ProgramsYOpenvP. ..
Create shortout: CrY\ProgramDataMicrosoftWwWwindows\Start MenuWFrogramsYOopenvP. ..
Create shortcut: C:\WProgramDataWMicrosoft\Windows\Start Menu\ProgramsYWOpenvP. ..
Installimg OpenvPM Service. ..

OpenvPM Service installed.

Output folder: C:YUsersadminapphataiLocal \Temp

Extract: tap-windows.exe... 100%:

Installing TAP (may need confirmaton)... i
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Completing the OpenvPN 2.3 6-1601
Setup Wizard

COpenVPM 2.3.6-I601 has been installed on yvour computer.

Click Finish to dose this wizard.

[] sStart OpenvPMN GUI

[] show Readme




Step 3: Download the configuration file, certificates and keys from here & extract these files

to C:\Program Files\OpenVPN\config\

»+ Admin » Downloads » vpnconfwindows » config

G-l

- Foste

1M Computer Paste shortcut

&L, Local Disk (C2) Wncie oy
&-F M ork Share with
2 Groowe Folder Synchronization
Mew
Properties

Ctrl+Z

Organize + Open Share with = Burn Mew folder
=
_ : MName Date modified Type Size
- Favorites -
Bl Desktop 5l ca 12/4/2014 2:32 PM  Security Certificate 2KB
& Downloads =] client 12/4/2014 2:32 PM Security Certificate 6 KB
=l Recent Places .| client.csr 12/4/2014 2:32 PM CSR File 2 KB
@] client 12/4/2014 2:32 PM  Registration Entries 2KB
. . . - 1 S
= Libraries | € client &  Scan with Microsoft Security Essentials... OpenVPN Canfig ... 1KB
@ Documents @ ta [F{Egiztration Entries 1KB
J‘.' Music Share with 3
[E=] Pictures Send to >
H Videos
Cut
18 Computer CopY < —
ﬂ-3 Local Disk (C:) Create shortcut
Delete
»
&F Metwork Rename
Properties
——
@uvl » Computer » Local Disk (C:) » Program Files » OpenWPM » config _
COrganize Include in library - Share with - Burn Mew folder
<% Favorites Mame . Date modified Type Size
Bl Desktop | README 12/4/2014 1:44 PM Text Document 1 KB
4. Downloads
=l Recent Places
View >
o Libraries Sort by g
@ Documents Group by »
J“ Music Refresh
[&=] Pictures
E Videos Customize this folder...

Destination Folder Access Denied

! -

config
| Date created: 12/4,/2014 1:44 PM

You'll need to provide administrator permission to copy to this folder

m—<,| Continue | | ] |

Skip

Cancel ]

Do this for all current items (5 found)



http://vpn.iitmandi.ac.in/files/vpnconfwindows.zip

RUNNING VPN CLIENT

Step 4. Now run OpenVPN GUI as Administrator from the Desktop:

Open
Treubleshoot compatibility

Open file location
Run as administrator

Scan with Microsoft Security Essentials...
Pin to Taskbar

Pin to Start FMenu

Restore previous wersions

Send to

Cut

PDFCreator Copy
Paste

Create shortcut
Crelete

Rename

Properties

Disconnect
Showw Status
Wiew Log
Edit Config

“hangese Password

Settings...

. Orpen™WPM GLUT
Excit P

2:34 PP
12,4,2014

[

Step 6. Provide username and password here

E DpenVPMN Connection (client]
Currert State: Connecting

Thu Dec 04 14:36:35 2014 OpenVPN 2.2 6 i636-wbE4-mingw32 [S5L (OpenSS5 L}] [LZ0] [PKCS11] [IPvE] built o
Thu Dec 04 14:36:35 2014 library versions: OpenSSL 1.0.1j 15 Oct 2014, LZO 2.08

Thu Dec D4 14:36:35 2074 MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:25340

Thu Dec 04 14:36:35 2014 Meed hold release from management interface, waiting

Thu Dec 04 14:36:35 2014 MAMNAGEMENT: Client connected from [AF INI:_l']12?DD 1:25340

mﬂ Bg m :Ili ﬁ % %11 OpenVEM - User Authentication

Thu Dec 04 14:36:35 2014

[= = =]

Thu Dec 04 14:36:35 2014 Usemame: lalit@iitmandi.ac.in
Password: ................I
Lok 1] [ canca |

**You will be assigned an IP address 10.8.X.X
**Keep your proxy set to access IIT Mandi Library Web Portal





